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Password-Free 
Multi-Factor 
Authentication
Thanks to digital transformation, identity is becoming 

the new business perimeter. idenprotect’s password-

free multi-factor authentication (MFA) is the tool you 

need to make that perimeter strong. 

Better than all the rest
idenprotect’s password-free MFA gives your security 

new and unshakeable underpinnings. It makes logging 

in to corporate applications and systems easier than 

ever before and eliminates the risks associated with 

passwords, shared secrets and 2-factor authentication 

(2FA). The ultimate result: your systems and data are 

safer, and life’s a little easier for all staff at all levels, 

wherever they may be.

SIMPLE TO USE
No passwords to enter, remember or 

forget

FAST TO DEPLOY
Nothing physical to roll out

THE SAFER OPTION
Safer than solutions that use 

passwords and pre-shared keys

What do you get with idenprotect’s MFA?
Public Key Protection

idenprotect eliminates shared secrets 

by creating two keys: one public, one 

private. The server has the public 

key and no one but the user has the 

private key.

Impregnability

By storing the user’s private key in 

the secure chip in their mobile device, 

we render it inaccessible to hackers 

and malware, adding an extra-strong 

layer of protection.

Decentralised Security

Unlike centrally stored passwords and 

pre-shared keys, each user’s private 

key is stored in their mobile device, 

which means there’s no single store 

of secrets for hackers to find.

Increased Efficiency & Productivity

With no passwords to enter, manage 

or reset, users and IT teams have 

more time for the work that counts.

Legal Systems Modernisation

idenprotect’s access gateway 

enables password-free access to 

legacy applications without any 

alterations to the apps themselves.

Interoperability

idenprotect can be integrated with 

modern and legacy applications, 

Windows desktops and laptops and 

single sign-on (SSO) systems—

including our own SSO solution.
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Benefits across 
the organisation

Senior management 
can have confidence that the risk of 

security breaches and the consequent 

financial and reputational damage has 

been dramatically reduced.

End users 
can work faster and smarter, where 

they want and how they want, without 

complicated authentication processes 

slowing them down

IT and security professionals 
can save time and money and increase 

their own productivity while protecting 

the business. 

Technical 
Specifications
idenprotect integrates with the leading virtual private networks 

(VPNs), security gateways and cloud apps. For maximum 

convenience, idenprotect supports alternative authentication 

methods when users are offline or don’t have their phone, or 

when an app requires a different level of authentication. In 

addition, organisations can set up access rules, restricting 

access to specific countries and user groups.

Supported Platforms
iOS 10 or later, Android 6.0 or later, Windows 10,

Linux (CentOS/Red Hat), MacOS 10

Integration Methods
SAML 2.0, RADIUS, Certificate-Based Authentication, 

Forms-Based Authentication, Time-Based OTP, 

Message-Based OTP (SMS)

OTP Security Algorithms
HMAC-SHA256

SDK Availability
iOS, Android and Windows

Deployment Options
On premises, cloud or as a hybrid 

We’d love to show you how idenprotect can give your 

organisation the security and simplicity it needs.

About idenprotect
idenprotect is the first all-in-one 

password-free authentication, single 

sign-on and identity platform for 

organisations. Leading organisations 

use idenprotect to improve security, 

meet regulatory mandates and reduce 

complexity and costs. It eliminates the 

hacker’s #1 target—the password—to 

protect against fraud, phishing and 

credential theft, it makes employee 

access and customer payments and 

transactions more secure. It can be 

deployed quickly and promises a much 

better user experience
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The future is password-free


